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Overview  

BlueVault Identity Manager (BIM) is a comprehensive, corporate account provisioning tool that 
governs access to ALL global digital identity stores and associated applications that use these identities; 
Employee and non-Employee identities alike. Through integration with Microsoft Sharepoint, Microsoft 
ILM 2007 and Microsoft SQL Server, BlueVault Identity Manager provides a central solution assuring 
compliance to corporate policies and standards. 

 

 

 

  



 

Access Levels 

! ǳǎŜǊΩǎ ŀŎŎŜǎǎ ƭŜǾŜƭ ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǊƻƭŜ ƛƴ BlueVault. The following roles are available: 

Roles 

¶ Standard Users ς default user role, allows for user self-service functions 

¶ Managers ς manage their direct reports and request non-employee accounts 

¶ Resource Owners ς manage the resources that they own; such as Systems, Security Groups, 
5ƛǎǘǊƛōǳǘƛƻƴ [ƛǎǘǎΣ ŜǘŎΧ 

¶ Reporting Viewers ς view audit and compliance reports 

¶ Report Builders ς create and publish custom reports 

¶ Report Administrators ς administer and configure the reporting system 

¶ Human Resources ς create, edit and delete applicant and employee accounts 

¶ Site Administrator ς manage all users at a particular site or multiple sites 

¶ Administrators ς all of the above plus the ability to edit the portal configuration 

¶ System Administrators ς manage the underlying portal configuration and ILM settings 

The different levels of access will show up as navigation tabs at the top of the web page and quick-link 
headers on the left-hand side. 

  

Each of these roles corresponds to an Active Directory security group. These groups must be managed 
via BlueVault and should not be directly edited in Active Directory. Modifications to the Active Directory 
groups will be overwritten by the BIM synchronization routines. 



 

Self-Service Tasks 

Challenge / Response Enrollment 

A user must set their answers to the challenge / response questions before they will have the ability to 
reset their password. 

 

¶ Login to BIM 

 



 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 

¶ /ƭƛŎƪ ƻƴ ǘƘŜ ά/ƘŀƭƭŜƴƎŜ vǳŜǎǘƛƻƴǎέ ǉǳƛŎƪ-link 

o The questions will be in their default language 

o {ŜŜ ά5ŜŦŀǳƭǘ [ŀƴƎǳŀƎŜ {ŜƭŜŎǘƛƻƴέ ōŜƭƻǿ ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ 

¶ Select three different validation questions and enter the answers 

¶ /ƭƛŎƪ ǘƘŜ ά{ǳōƳƛǘέ ōǳǘǘƻƴ 

 

  



 

Password Reset 

If a user has already set their answers to the challenge questions and they forget their password, they 
will have the ability to reset it from BlueVault Identity Manager. 

 

 

¶ Browse to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ άwŜǎŜǘ aȅ tŀǎǎǿƻǊŘέ ǉǳƛŎƪ-link 

 

¶ Enter their email address 

¶ /ƭƛŎƪ άCƛƴŘ aŜέ 



 

 

¶ Answer the three challenge questions 

¶ /ƭƛŎƪ ά/ƘŀƴƎŜ tŀǎǎǿƻǊŘέ 

 

¶ Enter and confirm their new password 

¶ /ƭƛŎƪ ά{ǳōƳƛǘέ 

 

  



 

Password Change 

Although users do have the ability to change their password via BIM, this is not functionally different 
than changing their password at your workstation directly in Active Directory. 

 

 

¶ Login to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 



 

 

 

¶ /ƭƛŎƪ ǘƘŜ ά/ƘŀƴƎŜ aȅ tŀǎǎǿƻǊŘέ ǉǳƛŎƪ-link 

¶ Enter their current password 

¶ Enter and confirm their new password 

¶ /ƭƛŎƪ ά{ǳōƳƛǘέ 

 

  



 

Profile Updating  

Users have the ability to set profile attributes as well as view existing account information. 

 

 

¶ Login to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 



 

 

¶ {ŜƭŜŎǘ ǘƘŜ ά9Řƛǘ aȅ tǊƻŦƛƭŜέ ƭƛƴƪ 

¶ Users can view their existing account information. 

¶ Any attributes that are user editable will appear as a text input box 

¶ Enter the new profile information 

¶ /ƭƛŎƪ ά¦ǇŘŀǘŜέ 

 

  



 

Request Rename 

Users have the ability to request a rename of their user information. This rename will have to be 
approved by the local HR representative. 

*Note: An account rename will also update their Active Directory login, email address and / or all other 
connected systems. 

 

¶ Login to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 



 

 

¶ {ŜƭŜŎǘ ǘƘŜ άwŜǉǳŜǎǘ wŜƴŀƳŜέ ƭƛƴƪ 

¶ Enter their new name information 

¶ /ƭƛŎƪ ǘƘŜ άwŜǉǳŜǎǘ wŜƴŀƳŜέ ōǳǘǘƻƴ 

¶ An account rename request will be sent to the local HR representative for approval. 

¶ Once the rename is approved. All associated attribute data, login names and email addresses 

will automatically be updated 

 

 

 

  



 

Update Title Request 

Users have the ability to request updated title information. This request system will help update 
outdated HR systems that have not been manually kept up to date. This request will have to be 
approved by the local HR representative. 

 

 

¶ Login to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 



 

 
¶ {ŜƭŜŎǘ ǘƘŜ άwŜǉǳŜǎǘ bŜǿ ¢ƛǘƭŜέ ƭƛƴƪ 

¶ Select the correct new title information 

¶ /ƭƛŎƪ ǘƘŜ άwŜǉǳŜǎǘ bŜǿ ¢ƛǘƭŜέ ōǳǘǘƻƴ 

¶ A title update request will be sent to the local HR representative for approval. 

  



 

Self-Service Resource Request 

Users have the ability to request that a resource be provisioned to them. For a resource to be available 
in this section it has to be enabled for self-service. See the Admin, Resource Self-Service for further 
details on self-service enabling a resource. 

 

¶ Login to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 

 



 

 

¶ {ŜƭŜŎǘ ǘƘŜ άwŜǉǳŜǎǘ !ŎŎŜǎǎέ ǉǳƛŎƪ ƭƛƴƪ 

o This will show all resources that are available for self-service at your location 

¶ Select the required resource 

¶ View the resource details, along with pre-requisites and confliction resources 

¶ /ƭƛŎƪ άwŜǉǳŜǎǘ !ŎŎŜǎǎέ 

¶ A workflow approval will be sent to the resource owner. Once approved, you will be 

automatically provisioned that resource. 

 

 

 

 

 

  



 

Default Language Selection 

BlueVault Identity Manager is available in several different languages. Users can set their default 
language and BIM will always change to that language once they login. 

 

 

¶ Login to BIM 

 

¶ Click on the flag icon that corresponds to their preferred language 

¶ BIM will change to that language 



 

 

 

¶ Example of BIM in Chinese 

¶ If the user reset their answers to their challenge questions, the new questions will be in their 

default language. 

 

 

 

  



 

Manager Tasks 

¢ƘŜ ƳŀƴŀƎŜǊ ǘŀǎƪǎ ŀǊŜ ƭƻŎŀǘŜŘ ǳƴŘŜǊ ǘƘŜ άLŘŜƴǘƛǘȅέ ǘŀō ƻr quick-link header. 

 

The following manager tasks are available: 

¶ View / modify managed account 

¶ Non-employee account request 

¶ Delete managed account 

¶ Terminate managed account 

¶ Provisioned resource request 

¶ Emergency account disable 

  



 

View / Modify Managed Account  

This is used to view / modify account information for managers direct reports or managed non-
employee accounts. 

 

This shows a list of all of ǘƘŜ ƳŀƴŀƎŜǊΩǎ direct reports and managed non-employee accounts. Use the 
drop down lists and filter box to narrow the search. 

 



 

 

¶ Select an account to see further information 

¶ ¢ƻ ƳƻŘƛŦȅ ǘƘŜ ŀŎŎƻǳƴǘΣ ŎƭƛŎƪ ǘƘŜ άaƻŘƛŦȅέ ōǳǘǘƻƴ 
o This allows a manager to do the following tasks: 

Á Edit the display name 
Á Edit the description 
Á Change the division code (Category Code 1) 
Á Change the location code (Category Code 2) 
Á Change the account owner / manager 
Á Set a Termination Date 

¶ The account will be automatically disabled on that date 
Á Terminate Now 

¶ Immediate termination of the account 



 

 

The display name and description are άfree formέ text fields and can be manually edited. 

The two category codes (used for division and location in this instance) can be selected via drop down 
boxes. 

To change the account owner / manager: 

¶ Enter the account owner filter string in the filter text box. 

¶ Press <Enter> 

¶ The list of accounts that match the filter criteria will be displayed 

¶ Select the new account owner 

¶ /ƭƛŎƪ ά{ŀǾŜέ 

*Note: You will no longer be able to view or edit this account; those rights will belong to the new owner 
/ manager. 

To set a termination date for the account: 

¶ 9ƴǘŜǊ ŀ ŘŀǘŜ ƛƴ ǘƘŜ ŦƻǊƳ ƻŦ άƳƳκŘŘκȅȅȅȅέ ƻǊ ǳǎŜ ǘƘŜ ŘŀǘŜ ǎŜƭŜŎǘƻǊΦ 

¶ /ƭƛŎƪ ά{ŀǾŜέ 

 



 

Non-Employee Account Request 

¢ƘŜ ά!ŘŘέ ǉǳƛŎƪ-link allows a manger to request the creation of a non-employee account. The following 
account types are available: 

¶ Admin account 

¶ Contact account (Email Contact) 

¶ Generic account 

¶ Mailbox only account 

¶ Service account 

¶ Test account 

¶ Vendor / contractor account 

 

To request a new non-employee account: 

¶ Select the account type 

¶ Enter the required attribute information 

¶ Select the division and location codes 

¶ Select the owner / manager 

¶ Enter the Termination Date (if required) 

¶ /ƭƛŎƪ ά!ŘŘέ 

When the account is approved for creation, the account credential details will be emailed to the owner / 
manager. 

  



 

Delete Managed Account 

This allows a manager to delete a managed non-employee account. The account is flagged as deleted in 
BIM, but is not physically deleted from the database. The account will no longer appear in BIM. 

 

¶ Select the account 

¶ View the details of the account 

¶ Click the ά5ŜƭŜǘŜέ ōǳǘǘƻƴ 

*Note: Depending on the BIM / ILM configuration. This could delete all other accounts that are 
associated with that account. 

 

  



 

Provisioned Resource Request 

This allows a manager to request that a resource be provisioned to an existing account. 

 

¶ Select the account to request a resource for 

¶ This shows the current provisioned resources and the available resources 

¶ Select one or more available resources 

¶ /ƭƛŎƪ άwŜǉǳŜǎǘ tǊƻǾƛǎƛƻƴƛƴƎέ 

When the provisioning request is approved, the resource will automatically be provisioned to the 
account. 

  



 

Emergency Account Disable 

This allows you to disable access for that account on all provisioned resources. 

 

¶ Select the account that to be disabled 

¶ /ƭƛŎƪ ǘƘŜ ά9ƳŜǊƎŜƴŎȅ 5ƛǎŀōƭŜέ ōǳǘǘƻƴ 

 



 

 

¶ The account is now disabled 

¶ To re-ŜƴŀōƭŜ ǘƘŜ ŀŎŎƻǳƴǘ ŎƭƛŎƪ άwŜ-ŜƴŀōƭŜέ 

*Note: This action will also disable all provisioned resources for that account and remove all provisioned 
group memberships. 

 

 

 

 

 

 

  




























































































































































