
 

   

 
 

Administration Guide  v1.0 
 

 

 

 

 
 

  



 

Table of Contents 

Overview ....................................................................................................................................................... 6 

Access Levels ................................................................................................................................................. 7 

Roles .......................................................................................................................................................... 7 

Self-Service Tasks .......................................................................................................................................... 8 

Challenge / Response Enrollment ............................................................................................................. 8 

Password Reset ....................................................................................................................................... 10 

Password Change .................................................................................................................................... 12 

Profile Updating ...................................................................................................................................... 14 

Request Rename ..................................................................................................................................... 16 

Update Title Request .............................................................................................................................. 18 

Self-Service Resource Request ................................................................................................................ 20 

Default Language Selection .................................................................................................................... 22 

Manager Tasks ............................................................................................................................................ 24 

View / Modify Managed Account ........................................................................................................... 25 

Non-Employee Account Request ............................................................................................................ 28 

Delete Managed Account ....................................................................................................................... 29 

Provisioned Resource Request ............................................................................................................... 30 

Emergency Account Disable.................................................................................................................... 31 

Resource Owner Tasks ................................................................................................................................ 33 

Provision Owned Resource ..................................................................................................................... 33 

De-Provision Owned Resource ............................................................................................................... 34 

Reporting .................................................................................................................................................... 35 

Accounts by Type .................................................................................................................................... 36 

Accounts by Location .............................................................................................................................. 37 



 

Accounts by Resource ............................................................................................................................. 38 

New Accounts ......................................................................................................................................... 39 

Identity Detail ......................................................................................................................................... 40 

ILM Run History ....................................................................................................................................... 41 

ILM Run Detail ......................................................................................................................................... 42 

Extended Reporting Functions ................................................................................................................ 43 

Searching ............................................................................................................................................. 43 

Exporting a Report .............................................................................................................................. 44 

Printing a Report ................................................................................................................................. 45 

Subscription Service ............................................................................................................................ 46 

Human Resources Tasks .............................................................................................................................. 49 

View / Modify Employee ......................................................................................................................... 50 

Add New Employee ................................................................................................................................. 53 

Delete Employee ..................................................................................................................................... 55 

View / Modify Applicant ......................................................................................................................... 56 

Add New Applicant ................................................................................................................................. 57 

Delete Applicant...................................................................................................................................... 58 

Hire Applicant ......................................................................................................................................... 59 

Approval Tasks ........................................................................................................................................ 60 

Site Administration Tasks ............................................................................................................................ 61 

View / Modify Managed Account ........................................................................................................... 62 

Non-Employee Account Request ............................................................................................................ 65 

Delete Managed Account ....................................................................................................................... 66 

Provisioned Resource Request ............................................................................................................... 67 

Emergency Account Disable.................................................................................................................... 68 



 

Profile Update ......................................................................................................................................... 70 

Rename Account ..................................................................................................................................... 71 

Administration Tasks ................................................................................................................................... 73 

Challenge Question Administration ........................................................................................................ 73 

Profile Update Settings ........................................................................................................................... 74 

Identity Profile Administration ............................................................................................................... 75 

Resource Administration ........................................................................................................................ 76 

Resource Pre-Requisites ......................................................................................................................... 80 

Resource Conflicts ................................................................................................................................... 81 

Resource Self-Service .............................................................................................................................. 82 

Resource Auto-Provision ......................................................................................................................... 83 

Resource Identity-Filter .......................................................................................................................... 84 

Category Administration ......................................................................................................................... 85 

Position Administration .......................................................................................................................... 88 

Administrative Rename .......................................................................................................................... 90 

Approver Admin ...................................................................................................................................... 93 

Provisioning Approval Tasks ................................................................................................................... 96 

Transfer Identity ..................................................................................................................................... 98 

Site Administration ............................................................................................................................... 100 

Recycle Bin ............................................................................................................................................ 101 

System Administration Tasks .................................................................................................................... 102 

String Resource Administration ............................................................................................................ 102 

Identity Type Administration ................................................................................................................ 104 

Resource Type Administration .............................................................................................................. 105 

Category Type Administration .............................................................................................................. 106 



 

ILM Control Administration .................................................................................................................. 107 

Tools and Resources ................................................................................................................................. 109 

 

  



 

Overview  

BlueVault Identity Manager (BIM) is a comprehensive, corporate account provisioning tool that 
governs access to ALL global digital identity stores and associated applications that use these identities; 
Employee and non-Employee identities alike. Through integration with Microsoft Sharepoint, Microsoft 
ILM 2007 and Microsoft SQL Server, BlueVault Identity Manager provides a central solution assuring 
compliance to corporate policies and standards. 

 

 

 

  



 

Access Levels 

! ǳǎŜǊΩǎ ŀŎŎŜǎǎ ƭŜǾŜƭ ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǊƻƭŜ ƛƴ BlueVault. The following roles are available: 

Roles 

¶ Standard Users ς default user role, allows for user self-service functions 

¶ Managers ς manage their direct reports and request non-employee accounts 

¶ Resource Owners ς manage the resources that they own; such as Systems, Security Groups, 
5ƛǎǘǊƛōǳǘƛƻƴ [ƛǎǘǎΣ ŜǘŎΧ 

¶ Reporting Viewers ς view audit and compliance reports 

¶ Report Builders ς create and publish custom reports 

¶ Report Administrators ς administer and configure the reporting system 

¶ Human Resources ς create, edit and delete applicant and employee accounts 

¶ Site Administrator ς manage all users at a particular site or multiple sites 

¶ Administrators ς all of the above plus the ability to edit the portal configuration 

¶ System Administrators ς manage the underlying portal configuration and ILM settings 

The different levels of access will show up as navigation tabs at the top of the web page and quick-link 
headers on the left-hand side. 

  

Each of these roles corresponds to an Active Directory security group. These groups must be managed 
via BlueVault and should not be directly edited in Active Directory. Modifications to the Active Directory 
groups will be overwritten by the BIM synchronization routines. 



 

Self-Service Tasks 

Challenge / Response Enrollment 

A user must set their answers to the challenge / response questions before they will have the ability to 
reset their password. 

 

¶ Login to BIM 

 



 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 

 

¶ /ƭƛŎƪ ƻƴ ǘƘŜ ά/ƘŀƭƭŜƴƎŜ vǳŜǎǘƛƻƴǎέ ǉǳƛŎƪ-link 

o The questions will be in their default language 

o {ŜŜ ά5ŜŦŀǳƭǘ [ŀƴƎǳŀƎŜ {ŜƭŜŎǘƛƻƴέ ōŜƭƻǿ ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ 

¶ Select three different validation questions and enter the answers 

¶ /ƭƛŎƪ ǘƘŜ ά{ǳōƳƛǘέ ōǳǘǘƻƴ 

 

  



 

Password Reset 

If a user has already set their answers to the challenge questions and they forget their password, they 
will have the ability to reset it from BlueVault Identity Manager. 

 

 

¶ Browse to BIM 

¶ {ŜƭŜŎǘ ǘƘŜ άwŜǎŜǘ aȅ tŀǎǎǿƻǊŘέ ǉǳƛŎƪ-link 

 

¶ Enter their email address 

¶ /ƭƛŎƪ άCƛƴŘ aŜέ 








































































































































































































