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Tools and Resources.



Overview

BlueVault is a comprehensive, corporate account provisioning ttdt
governsaccess to ALL global digital identity stores and associated applications that use these identities;
Employee and nofEmployee identies alike Throwh integration with Microsoft Sirepoint, Microsoft

ILM 200 and Microsoft SQL Server, BlueVddintity Managerprovides a central solution assuring
compliance to corporat@olicies andstandards

gl BlueVault
[ome]

Home
» Reset my \ Welcome to BlueVault Identity Manager BlueVault Sign In:

To change your password, edit your profile, change your challenge questions ~ Password: 1
and answers or to request a name change, please select the "Self Service” ﬁ
link.

lueChip_’

Cansulting Graup

©2009 Blus Chip Consulting Graup, LLE, All rights reserved.



Access Levels
! dza SNRa | O00S a adzd NS BluddEit Bhe ﬂélﬁ/\ﬁhg r@l@’arel’imai&ble
Roles

StandardUsess ¢ default user role allows for user sekervice functions

Managers; manage their direct reports and request nemployee accounts
Resource Owners manage the resourcedat they own such as Systems, Security Groups,
S5AaGNROdziA2Yy [Aadaz SGOX

ReportingViewersc view audit and compliance reports

Report Builderg, create and publish custom reports

Report Administratorg administer and configure the reporting system

Human Rsourceg; create edit and delete applicant and employee accounts

Site Administrato manage all users at a particular sitemultiple sites
Administratorsg all of the above plus the ability to edit the portal configuration
System Administratorg manage the underlying portal configuration and ILM settings

= =4 =4
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The different levels of access will show up as navigation tabs at the top efeh@age and quichink
headers on the lethand side.

)i Bluevault -

i Self-Service I Employee I Identity I Resource Owner I Admin I Site Admin I Reports |

Home
. Welcome to BlueVault Identity Manager
Self-Service
Employee . ) .
] To change your password, edit your profile, change your challenge questions
Identity name change, please select the “Self Service” link.

Resource Owner
Admin

Site Admin
Reports

Each of theseoles correspondgo an Active Directory sectyi group. These groups must be managed
viaBlueVaultand should not be directly edited in Active Directory. Modifications to the Active Directory
groups will be overwritten by thBIM synchronization routines.



Self-Service Tasks

Challenge / Response Enroliment

A usermust settheir answers to the challenge / response questions betbiey will have the ability to
resettheir password.

Home
N \ Welcome to BlueVault Identity Manager BlueVault Sign In:

Email: nmployeejn _company.loc
To change your password, edit your profile, change your challenge questions ~ Password:

and answers or to request a name change, please select the "Self Service” -
link.
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1 Login toBIM
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Home

] User Self Service
Self-Service

» Change Password
» Edit My Profile $0 chgnge your pasf_s‘wo rd‘, selehct \t‘féz_“ﬁar;gef_lrislsv\:(o rd” link.
» Challenge Questions o update your profile, select the it My Profile” link.

To change your challenge questions and answers, select the “Challenge Questions” link.

» Request Rename To request a rename, select the "Request Rename” link.

» Request New Title
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Home

Self-Service Challenge Questions

» Change Password Please select three verification questions and type in your answers.
» Edit My Profile What is your favarite color? -

,, Challenge -
Questions What is your favorite color? -

» Request Rename
» Request New Title What is your favorite color? -

L
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0 The quetions will be intheir default language
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1 Select three different validation questions and enter the answers
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Password Reset

If a user has already set theanswers to thechallenge questions anithey forget their password they
will have the ability to reet it from BlueVault Identity Manager.

9 Browse toBIM
i {éféét’] GKS awSasSlink aé tl a3d62NRE dez)\él

i Entertheir email address
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