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Overview  

BlueVault Account Manager (BAM) is a Microsoft SharePoint based portal and is essentially a 

light version of our BIM offering. BAM allows your organization to manage extranet applications and 
related account provisioning via a central extranet directory. 

Central IT can grant application owners necessary rights to send an automated email invitation to 
external users which grants them the ability to self-register and self-administer their own credentials. 

 

 

 

  



 

Access Levels 

! ǳǎŜǊΩǎ ŀŎŎŜǎǎ ƭŜǾŜƭ ƛǎ ōŀǎŜŘ ƻƴ ǘƘŜ ǳǎŜǊΩǎ ǊƻƭŜ ƛƴ BlueVault. The following roles are available: 

Roles 

¶ Standard Users ς default user role, allows for user self-service functions 

¶ Resource / Application Owners ς manage the application resources that they own. 

¶ Administrators ς all of the above plus the ability to add, change and delete BlueVault 
accounts and edit the BlueVault configuration 

¶ System Admin ς manage the underlying BlueVault configuration and language translation 

The different levels of access will show up as navigation tabs at the top of the web page and quick-link 
headers on the left-hand side. 

  

Each of these roles correspond to an Active Directory security group. These groups must be managed via 
BlueVault and should not be directly edited in Active Directory. Modifications to the Active Directory 
groups will be overwritten by the BAM synchronization routines. 



 

Self-Service Tasks 

Challenge / Response Enrollment 

A user must set their answers to the challenge / response questions before they will have the ability to 
reset their password. 

 

¶ Login to BAM 

 

¶ {ŜƭŜŎǘ ǘƘŜ ά{ŜƭŦ-{ŜǊǾƛŎŜέ ǘŀō ƻǊ ǉǳƛŎƪ-link header 



 

 

¶ /ƭƛŎƪ ƻƴ ǘƘŜ ά/ƘŀƭƭŜƴƎŜ vǳŜǎǘƛƻƴǎέ ǉǳƛŎƪ-link 

o The questions will be in their default language 

o {ŜŜ ά5ŜŦŀǳƭǘ [ŀƴƎǳŀƎŜ {ŜƭŜŎǘƛƻƴέ ōŜƭƻǿ ŦƻǊ ƳƻǊŜ ƛƴŦƻǊƳŀǘƛƻƴ 

¶ Select three different validation questions and enter the answers 

¶ /ƭƛŎƪ ǘƘŜ ά{ǳōƳƛǘέ ōǳǘǘƻƴ 

 

  



 

Password Reset 

If a user has already set their answers to the challenge questions and they forget their password, they 
will have the ability to reset it from BlueVault Account Manager. 

 

 

¶ Browse to BAM 

¶ {ŜƭŜŎǘ ǘƘŜ άwŜǎŜǘ aȅ tŀǎǎǿƻǊŘέ ǉǳƛŎƪ-link 

 

¶ Enter their email address 

¶ /ƭƛŎƪ άCƛƴŘ aŜέ 






















































































