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Overview

BlueVault is a Microsoft SharePoint based portaldais essentially a
light version of out offering. allows your organization to manage extranet applications and
related account provisioning via a central extranet directory.

Central IT can grant application owners necessary rights to send an aetbramail invitation to
external users which grants them the ability to selfjister and setadminister their own credentials.
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To change your password, edit your profile or change your challenge questions Password: L ]
and answers, please select the "Self Service” link. ﬁ
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Access Levels

I dzZaSNRa | 00Saa f S@S Bluevaul The fall@ing @lgareidviibledza SN & NRE S

Roles

1 StandardUses¢ default user role allows for user selervice functions
1 Resource ApplicationOwnersg manage theapplicationresources that they own
1

Administrators¢ all of the above plus the ability tadd, change and deletlueVault
accounts ancdit the BlueVaultconfiguration

1 System Admimg manage the underlying BlueVault configuration and language translation

The different levels of access will show up as navigation tabs at the top efeh@age and quickink
headers on the lefhand side.
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i Self-Service I Identity I Resource Owner I Admin I System Admin |

Home

st o Welcome to the BlueVault Account Manager

Identity
i ] To change your password, edit yvour profile or change your challenge ques
Resource Owner "Self Service” link.
Admin
System Admin My Resources

BlueVault Admin Access
BlueVault Resource Owner Access
Marketing Site Visitor Access

Each of theseoles correspondo an Active Directory security group. These groups must be managed via
BlueVaultand should not be directly edited in Active Directory. Modifications to the Active Directory
groups will be overwritten by thBAM synchronizatn routines.



Self-Service Tasks

Challenge / Response Enroliment

A usermust settheir answers to the challenge / response questions betbiey will have the ability to
resettheir password.
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Home

Welcome to the BlueVault Account Manager BlueVault Sign In:
Email:

To change your password, edit your profile or change your challenge guestions Password:
and answers, please select the “Self Service” link. -

» Reset My Password
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1 Login toBAM
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1 User Self Service
Self-Service

» Change Password

» Edit My Profile To change your password, select Ehe "Change Pa"ss_wo rd” link.

To update your profile, select the "Edit My Profile” link.

To change your challenge questions and answers, select the "Challenge Questions” link.

» Challenge Questions
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Self-Service Challenge Questions

#» Change Password Please select three verification questions and type in your answers.
» Edit My Profile What was the model of your first car? -
5 Challe_nge [ |
Questions :
What was the model of your first car? -
What was the model of your first car? -
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Password Reset

If a user has already set theanswers to the challenge questions atiey forget their password they
will have the ability to reet it from BlueVaulAccountManager.
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and answers, please select the “Self Service” link. ﬁ
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